
The recent property scam involving 
Perth property owner (and victim) Roger 
Mildenhall has sent shock waves through 
the real estate industry and is a timely 
reminder to industry professionals, banks 
and the Western Australian government’s 
land registration body, Landgate, as to the 
threat of identity fraud in real  
estate transactions.

To minimise the chances of this happening 
again, it is time for real estate and 
settlement agents to improve their identity 
check measures when dealing with  
land owners.

Also, it is time for Landgate to adopt 
modern security measures (such as dual 
factor authentication) on all titles in 
Western Australia.

Background

Mr Mildenhall resides in South Africa. In 
2010, he owned investment properties in 
Karrinyup and in Wembley.

It is believed that fraudsters from Nigeria 
intercepted documents addressed to  

Mr Mildenhall in South Africa.

The fraudsters, pretending to be  
Mr Mildenhall, then sent a series of emails 
and made telephones calls to a real estate 
agent in Perth.  The agent accepted a 
forged listing from the fraudsters to sell  
the Karrinyup property on behalf of  
Mr Mildenhall.  The agent then found a 
buyer for the property and arranged for a 
sale contract to be signed.

The sale contract was signed by the 
fraudsters (as Mr Mildenhall) and the 
contract proceeded to settlement.  The sale 
proceeds (around $485,000) were ultimately 
directed offshore to a bank account 
nominated by the fraudsters.

It appears that, pursuant to the settlement 
process, a Transfer of Land form (with Mr 
Mildenhall’s forged signature) was lodged 
at Landgate and accepted for registration. 
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At this stage, it has not been revealed 
whether there was a mortgage over 
the property.  If so, the mortgagee was 
somehow satisfied to produce the title and/
or discharge its mortgage.

It was only after the sale of the Karrinyup 
property had settled and the sale of the 
Wembley property was underway (on the 
same fraudulent basis) that Mr Mildenhall 
became aware of the fraud when a 
neighbour alerted him that his Wembley 
property was on the market.

Industry professionals

Industry professionals, such as real estate 
agents, settlement agents and lawyers, 
face exposure to liability if they fail to take 
reasonable measures to ensure the identity 
of the person they are dealing with.

It seems that appropriate identification 
checks, such as 100 point ID checks used by 
banks, be conducted to verify the identity of 
new clients.

Landgate

Landgate currently accepts (properly 
prepared and stamped) Transfer of Land 
documents signed by the land owner 
and the buyer.  Obviously, as this case 
illustrates, through identity fraud, the 
signature of the land owner can be forged 
on the relevant transfer documents.

However, Landgate also currently requires 
the duplicate Certificate of Title for the land 
to be produced along with the transfer. 
Production of the duplicate Certificate of 
Title is a security measure designed to 
ensure that no transfer can proceed without 
the owner agreeing to it by producing the 
title at Landgate.

Also, if there is a mortgage over the land, 

then the mortgagee has to produce the title 
and discharge its mortgage as part of the 
settlement process.

In recent times, many land owners are 
electing not to have physical duplicate 
Certificates of Title (for convenience 
sake).  This removes an important layer of 
protection offered by a physical duplicate 
Certificate of Title (and makes it even more 
important for those land owners to have a 
back up security measure).

Dual factor authentication

Given that Landgate is the ultimate 
recipient of transfer documents and 
Certificates of Title, it seems appropriate 
that Landgate adopt increased 
security measures, such as dual factor 
authentication, in order to minimise the 
chances of this scam happening again.

Dual factor authentication means using 
two independent authentication methods to 
identify a person or authorise a transaction. 
More than two methods could also be used 
(such as in multi factor authentication).

For example, in addition to producing the 
duplicate Certificate of Title, Landgate could 
adopt a pin number system for all titles. 
This would mean that for every dealing on a 
parcel of land in Western Australia (whether 
or not there is a duplicate Certificate of 
Title), Landgate will require the relevant 
pin number to ‘unlock’ the title before any 
dealing on that title can proceed.  The use of 
pin numbers is already in operation in other 
government agencies, such as ASIC (who 
use a ‘Corporate Key’ system).

Changes to conveyancing practice

While the use of pin numbers seems to be 
an efficient and cost effective option, it will 

require some relatively minor changes to 
conveyancing practices.

For example, before a settlement could be 
completed, the pin number for a particular 
title should be presented to Landgate so that 
the title can be dealt with (or unlocked).

This could happen by the settlement agents 
for the parties attending at Landgate and 
the seller’s settlement agent entering 
the pin number over the counter or by 
the seller’s settlement agent entering 
the pin number on the Landgate website 
beforehand to ‘unlock’ the title for a certain 
period of time (say, 24 hours).

Obviously, the land owner (or its mortgagee) 
would need to provide the pin number before 
settlement can proceed. In the case of 
Mr Mildenhall, the fraudsters would not 
have been able to provide the pin number 
and the scam may have been prevented.

Resetting pin numbers

To deal with situations where pin numbers 
are forgotten (or fraudsters attempt to 
have them reset), Landgate would need to 
implement appropriate measures, similar to 
those employed by banks, in relation to the 
re-setting of pin numbers.

None of these suggestions involve new 
technology.  A number of organisations use 
these approaches as part of their security 
arrangements in their businesses.  These 
suggestions are practical and could be 
easily implemented to create a much more 
secure land titles registration system.
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